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najnowsze raporty ENISA i IBM Security. Jed



inteligencji. W pracy zaprezen

jak pod

Opracowanie ma charakter analityczno-

:    
c

technological progress of the twenty-first century has brought humanity 
immense opportunities in communication, work, education, and socio-
economic development. At the same time, the dynamic growth of digital 
technologies has led to the emergence of new, increasingly complex threats 
that significantly affect both individual perceptions of security and the 



functioning of entire states. Cyberspace has become one of the key domains 
of human activity, as confirmed by recent reports from ENISA and IBM 

of the fundamental human requirements; however, it is increasingly 
compromised by incidents occurring in cyberspace. The aim of this study is 
to analyze the phenomenon of cyber threats and their impact on individual 
and collective security. The article presents definitions and characteristics 
of cyberspace, discusses the main categories of digital threats including 
those evolving alongside advances in artificial intelligence and examines 
the legal and institutional aspects of cybersecurity in Poland and the 
European Union, highlighting key documents such as the NIS2 Directive. The 
analysis also addresses the human factor, emphasizing as noted in the 
Verizon report that most incidents stem from user errors. The final section 
discusses examples of cybercrime incidents in Poland and provides 
recommendations for strengthening the digital resilience of society.

This study adopts an analytical-descriptive approach and underscores 
that technological development, despite its numerous benefits, also entails 
growing risks of data loss, privacy breaches, and erosion of public trust. 
Awareness of threats and education in the field of cybersecurity are 
essential components for ensuring stability and security in the digital world.

cybersecurity, cyberspace, cyber threats, phishing, 
ransomware

Rozwój technologii informacyjno komunikacyjnych znacz co zmieni sposób 

funkcjonowania wsp czesnych spo ecze stw. W literaturze angloj zycznej podkre la 

si , e cyberprzestrze sta a si kolejn domen prowadzenia konfliktów 1, a aktywno

cyberprzest pcza wzros a zarówno w skali, jak i w poziomie skomplikowania. 

1 M.D., Cavelty, T. Pulver, M., Smeets, Ewolucja studiów nad cyberkonfliktami, International Affairs , tom 100, 
numer 6, 2024, s. 2317 2339, https://doi.org/10.1093/ia/iiae175
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musia a szybko dostosowa swoje funkcjonowanie do nowego rodowiska cyfrowego, co 

zwi kszy

szkodliwego oprogramowania skierowane przeciwko infrastrukturze krytycznej, np. 

szpitalom4.

jednej spójnej definicji, literatura przedmiotu oraz dokumenty strategiczne np. Doktryna 

stwa RP 

2Microsoft Digital Defense Report 2023. Redmond: Microsoft Security. https://www.microsoft.com/en-
us/security/business/microsoft-digital-defense-report
3Developing cybersecurity education and awareness programmes for small- and medium-sized enterprises (SMEs). 
Information and Computer Security, tom 27, nr 3, s. 393 410, https://doi.org/10.1108/ICS-07-2018-0080
4Kaspersky. (2021). COVID-19 and Cybersecurity Threats: Global Report. Moscow: Kaspersky Lab. Kaspersky 
Security Bulletin 2021 Securelist; https://securelist.com/ksb-2021/
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ne i 

celów ataków ransomware szczególnie w sektorach energii, transportu i ochrony 

zdrowia8.

5 Carr, Public private partnerships in national cyber-security strategies. International Affairs, 2016, 92(1),ss. 43
62, https://doi.org/10.1111/1468-2346.12504
6 ENISA. (2023). ENISA Threat Landscape 2023. Athens: European Union Agency for Cybersecurity
7 Foulon, G. Meibauer, How cyberspace affects international relations: The promise of structural modifiers. 

Contemporary Security Policy , 2024, 45(3), ss. 426 458, https://doi.org/10.1080/13523260.2024.2365062
8 Dragos Industrial Ransomware Analysis: Q4 2024 https://www.dragos.com/blog/dragos-industrial-ransomware-
analysis-q4-2024
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cyfrowej i 
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14.

13 E. Claessen, (2020). Internetu 
Internetem: przypadek Rosji i UE. Journal of Cyber Policy , vol. 5(1), ss.140 157. 
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14ENISA Threat Landscape 2024 https://www.enisa.europa.eu/publications/enisa-threat-landscape-2024
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of facts, information or concepts in a form suitable for processing in an information system, including a program 
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3 - -Kalisz, in: M. Mozgawa (ed.), Penal Code. Practical Commentary, 
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proper functioning of computer programs
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Cybercrime Legal and Criminological Aspects 59), which follows from his 

information stored, transmitted, and processed in systems operating on the basis o
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computer system is used 
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which is linked to the process of convergence between information technology and telecommunications. See: X. 
Konarski, , pp. 62 64; F. Radoniewicz, 

- Commentary on the Act of 18 July 2002 on the



8

9

10

11

Provision of Services by Electronic Means, Wolters Kluwer, Warsaw 2009, p. 39; A. Urbanek, in: J. Chustecki et al., 
Teleinformatics Handbook, IDG Publishing, Warsaw 1999, pp. 4 5.
8 For a more extensive discussion of IT terminology relating to cybercrime and proposals for its clarification, see F. 
Radoniewicz, Cybercrimes Against Computer Data and Information Systems in the Penal Code Proposals for 
Reform, C.H. Beck, Warsaw 2024, pp. 16 47.
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Governing Digital Ecosystems in the EU: A
Coordinated Regulatory Approach1

as a response to the ecosystem-based nature of digital 
markets, focusing on the GDPR, DSA, DMA, and AI Act. It 
argues that these instruments form a coordinated, human-
centred regulatory model addressing market power, 
fundamental rights, transparency, and AI-related risks 
through ex ante obligations. While this approach 
strengthens legal coherence and global norm-setting, the 
paper also highlights concerns regarding regulatory 
rigidity, compliance bur -term 
technological competitiveness. 
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Given the global nature of digitalisation, differences between national regulations would 

constitute an obstacle, which is why the EU has opted for regulation by means of directives 

in the field of digitalisation.7 Unlike directives, regulations are directly applicable in 

Member States, thus ensuring legal certainty and the functioning of the single market. The 

best-known examples include the General Data Protection Regulation (GDPR),8 the Digital 

Services Act (DSA),9 the Digital Markets Act (DMA),10 and the Artificial Intelligence Act (AI 

Act).11 Together, these define the basic framework for the functioning of the digital space: 

they harmonise data protection rules, establish the responsibilities of online platforms, 

7 The literature describes this trend as the of EU digital law, i.e. regulation taking the form of directly 
applicable regulations instead of the previous directives. Vagelis PAPAKONSTANINOU Paul DE HERT, The 
Regulation of Digital Technologies in the EU: Act-ification, GDPR Mimesis, and EU Law Brutality at Play. Routledge, 
London New York, 2024.
8

9

10

11



and regulate the market behaviour of tech giants and the use of AI. Through regulation-level 

legislation, the EU not only strengthens the integrity of the internal market but also aims to 

develop a competitive and value-based regulatory model at the global level.

The EU's regulatory strategy aims to respond to the challenges posed by digitalisation and 

technological development by creating harmonised and uniform standards. As the primary 

instrument of EU legislation in this area is the regulation, the rules are directly applicable in

the Member States. The regulatory concept focuses on European values and the 

protection of citizens, while promoting the process of digital transformation. Although one

phase of this was already implemented in the period 2010-2020, the Digital Decade 2030 

programme12 sets out new objectives for the current decade: strategic gaps and high-risk 

dependencies must be addressed, supply and cybersecurity risks must be mitigated, and

digital transformation must be facilitated. The programme also emphasises the regulation

of data sharing and the protection of personal data in the context of new technologies. The 

EU's digital policy is therefore based on principles that are reflected in the regulations and

take the form of specific obligations. These include, above all, a human-centred approach, 

which ensures that technological development prioritises the rights and interests of 

individuals over economic interests. The preamble to the AI Act explicitly states that the 

regulation of technology is -

The regulatory logic of the DSA and DMA is also in line with this: the protection of user 

rights, transparency, and security are also manifestations of this human-centred

approach. Other key objectives include strengthening security, with a particular focus on 

cybersecurity and data protection, and developing sustainable digital ecosystems that 

promote economic growth in an environmentally and socially responsible manner. The 

aim of the EU's digital regulatory efforts is not to stifle innovation, but to encourage 

legislation to ensure that businesses use the latest technologies, such as AI, safely and 

transparently.  One of the greatest added values of this regulatory approach is that it does 

not merely enforce economic and competition law considerations, but also places 

particular emphasis on risk management and the protection of fundamental rights. A 

uniform and clear legal framework contributes to strengthening trust between market 

12



players and users and ensuring their safety, which in the long term promotes the 

sustainable development of innovation.

In addition, through the so-called Brussels effect,13 the EU can act as a norm-setting power 

at the global level: regulations created for the internal market often function as 

international benchmarks, so the EU not only protects the interests of its own citizens, but 

also has a significant impact on the international development of digital technologies. At 

the same time, this regulatory solution also has its risks. One of the most significant 

problems is that rapidly obsolescent rules struggle to keep up with the dynamics of 

technological development, which can limit the flexibility of innovation. In addition, 

significant administrative burdens and compliance obligations can hit small and medium-

sized enterprises particularly hard, putting them at a competitive disadvantage in global or

even domestic markets. Finally, the geopolitical factor cannot be ignored: with the 

technological superiority of the United States and China, there is a risk that the EU will 

emerge as a regulatory power rather than a technological leader, which could lead to a 

decline in competitiveness in the longer term.14

Although there is no uniform definition of the concept of a digital ecosystem, the literature 

typically starts from the analogy of a biological ecosystem: the interactions between 

13 This issue is discussed in detail in Anu BRADFORD, The Brussels Effect: How the European Union Rules the World, 
Oxford University Press, 2020.
14



participants, their interdependent roles and networked collaborations form an integrated 

system.15 This model differs fundamentally from traditional business logic: the 

relationships between service providers, developers, users and devices create dynamic 

value based on network effects and data flows. It is no coincidence that key players in the 

global digital economy, such as Google and Meta, are basing their business strategies on 

this very model.16 The EU's regulatory efforts are driven not only by the rapid spread of 

individual technologies, but also by their impact on market structures. Global technology 

companies not only have a significant market share, but have also established an 

ecosystem-based dominance in which their advantage stems not only from their current

market share, but also from the fact that market and technological structures,17 This 

dominance stems from the specific characteristics of ecosystem strategies: self-

reinforcing network effects, asymmetric access to data and the functioning of algorithms 

create barriers to entry that competitors find difficult to overcome.18
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This position was confirmed by the General Court of the European Union in the case of

Google LLC and Alphabet Inc. v European Commission (T-604/18), which held that the 

analysis of digital markets differs from traditional competition law logic. The judgment 

emphasises that classic parameters such as price or market share are less decisive in

the digital economy, where innovation, access to data, network effects, user behaviour 

and multilateral platform characteristics are much more important factors (paragraph

115). The court explicitly states that these can also be interpreted as a digital 

'ecosystem': thus, in the case of a digital ecosystem that brings together and 

encourages interaction between service providers, customers and several categories of 

consumers within a platform, the goods or services that form part of the relevant 

markets within that ecosystem may be complementary or interconnected due to their 

horizontal or vertical complementarity. When considered together, these relevant 

markets may also have a horizontal dimension, taking into account the system that 

brings their components together and any competitive constraints that exist within that 

system or stem from other systems (paragraph 116). Therefore, the relevant markets 

should not be examined in isolation, but in the context of the ecosystem, as the various 

elements of the platform may reinforceeach other's impact. The judgment also points 

out that, when assessing Google's economic power, competitive pressures must be 

examined at several levels and from several angles, taking into account both the 

relationships within the internal ecosystem and the pressure from external systems 

(paragraph 117). The court therefore recognises that digital ecosystems are complex, 

intertwined structures in which market power does not stem solely from market share, 

but also from system-level interconnections and network effects (paragraph 118). Good 

examples of this are the dominant players in the market. Google's search engine is not

only a market-leading service, but also part of an ecosystem, which includes advertising 

systems, Gmail, YouTube, Google Maps, the Android operating system, and newer AI 

solutions such as Gemini and DeepMind developments, that continuously strengthens 

its dominance in digital markets. Amazon's vertically integrated operations as a 

marketplace, logistics network and cloud service provider give it a complex advantage

that is supported by its recommendation systems and AI-based assistant, Alexa, making 



it difficult for its competitors to catch up. Meta (Facebook, Instagram, WhatsApp) is 

strengthening itself through user and data integration between social networks, while 

increasingly integrating generative AI for example, in its content recommendation 

systems thereby further deepening the market embeddedness of its ecosystem. This 

is another good example of how AI fits organically into the functioning of digital 

ecosystems, as it is one of the most important technological drivers today. It plays an 

essential role in data processing, the automation of decision-making processes and

the personalisation of services. Global platform companies maintain their ecosystem-

based dominance largely through these systems: their algorithms improve the user 

experience, amplify network effects, and facilitate the economic exploitation of data, 

-takes- dynamics characteristic of the platform economy.19

AI is therefore not just a technological component, but a fundamental structural element 

within digital ecosystems. At the same time, this deep embedding poses significant

regulatory risks: the opacity of algorithms, the risk of distortionary effects, the mass 

processing of personal data, and increasing market concentration all generate systemic

problems.

The rise of large technology companies, therefore, raises fundamental regulatory 

issues. EU legislation has recognised that the concentrated market power of digital

ecosystems can increase the vulnerability of users and consumers, that the opaque

processing of personal data can violate fundamental rights, and that it can jeopardise 

fair competition for small and medium-sized enterprises. These problems justified the 

creation of a unified regulatory framework, the first milestone of which was the GDPR, 

which is also a model piece of legislation because it influenced the logic of subsequent 

digital regulations (DSA, DMA, AI Act). EU legislation therefore seeks to address the

regulation of digital ecosystems within a unified framework, with normative solutions 

that ensure a human-centred approach, transparency and security, while supporting 

innovation and mitigating social, fundamental rights and competition risks. From a 

19



critical perspective, however, it is questionable whether these regulatory tools are 

capable of truly capturing and addressing the dynamic nature of digital ecosystems in 

the long term, or whether they offer fragmented and reactive responses.

The most important EU digital regulations the GDPR, the DSA, the DMA and the AI Act 

share several common features, suggesting that the legislator intends to create a 

coherent and coordinated regulatory ecosystem. Although at first glance these appear to

be different areas of regulation, for online service providers operating or seeking to

operate in digital ecosystems, these regulations together define the framework for 

lawful operation. It is therefore justified to examine the regulations not only individually 

but also in context, particularly in light of those solutions that specifically seek to shape

the operation of these service providers. This approach is reinforced by the recognition, 

also emphasised in the literature, that digital markets have specific characteristics 

such as network effects arising from ecosystem-based operation to which the 

instruments of a single branch of law alone do not provide a satisfactory response. The

EU has therefore ultimately opted for a regulatory model that applies multiple areas of

law in a coordinated manner.20

Although these norms formally cover different areas, they are all based on the 

fundamental values of the EU, in particular a human-centred approach, the protection 

of fundamental rights and ensuring fair markets. Each of the key EU digital regulations 

has a specific impact on the protection of fundamental rights, for example. The GDPR 

explicitly builds on Articles 7 and 8 of the Charter of Fundamental Rights of the European 

Union to guarantee the right to privacy and the protection of personal data, including 

restrictions on automated decision-making (Article 22). The DSA primarily affects 

freedom of expression and the right to information by making content moderation and 

algorithmic ranking on platforms more transparent, while also ensuring users' rights to

20



justification and redress.21 The DMA contributes indirectly to the protection of 

fundamental rights: through its obligations on 'gatekeepers', it strengthens the rights to 

fair competition and consumer choice, promoting economic pluralism.22 In contrast, the 

AI Act explicitly bases its regulatory logic on the protection of fundamental rights: it 

prohibits manipulative or discriminatory practices and sets strict requirements for high-

risk AI systems. A central element of these requirements is transparency and ensuring 

the quality of training data sets, with the aim of avoiding discrimination and guaranteeing 

equal treatment.23 In his monograph,24

separate area of law. According to his interpretation, the DSA and other EU digital 

regulations (DMA, AI Act) do not simply aim to regulate the market, but create a new legal

regime that is specifically tailored to the specific functioning of online platforms. This

platform law as an independent discipline  lies at the intersection of traditional areas of

law (such as competition law, consumer protection, data protection, media

regulation),25 but also goes beyond them, as it addresses the risks arising from the 

functioning of digital ecosystems in an integrated framework.

One of the most important common points in EU regulation on digitalisation is the 

strengthening of transparency and reporting obligations. The DSA requires greater

transparency in the functioning of algorithms, the DMA makes regular data reporting 

mandatory for gatekeepers, the GDPR emphasises detailed data processing 

of high-risk AI systems, as well as the preparation of detailed technical documentation 
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to facilitate auditing and conformity assessment procedures.26                          

Another common regulatory technique is the ex ante risk minimisation approach. Due 

to the dynamic nature of digital ecosystems, regulation cannot be satisfied with mere ex 

post sanctions, but imposes prior compliance obligations on service providers.27 These 

include, for example, risk assessments, impact assessments and internal compliance 

mechanisms designed to prevent harmful effects.28 This logic is similar to the regulatory

philosophy of other high-risk sectors, such as financial or environmental law. This is not

only a legal technique, but also aims to create a culture of compliance (compliance by 

design) in digital ecosystems.29

coordinated response to the ecosystem-based structure of contemporary digital 

markets. Focusing on the GDPR, DSA, DMA, and AI Act, it argues that EU digital 

regulation reflects a unified, human-centred approach that addresses market power, 

fundamental rights protection, transparency, and systemic AI-related risks through ex 

ante obligations. By conceptualising large platform operators as digital ecosystems 

rather than isolated market actors, the paper demonstrates why traditional competition 

and regulatory tools are insufficient and how EU law has adapted to network effects, 

data-

legal coherence and positions the Union as a global norm-setter through the Brussels 

effect, the paper also highlights key challenges, including regulatory rigidity, compliance 

burdens particularly for smaller firms and potential long-term implications for 

European technological competitiveness. 
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simplification in the digital sector. These proposals are driven primarily by external 

pressure from the United States and by lobbying efforts of large technology 

companies,30

legislation risk constraining innovation and undermining global competitiveness. From 

this perspective, EU digital regulation is portrayed as excessively rigid and insufficiently 

adaptable to rapid technological change, particularly in the field of AI.
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of the Hungarian Academy of Sciences.
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November 2025. The event focused on discussions concerning the impact 
of sport on social life. Particular emphasis was placed on the role of e-sports 
and chess in the development of digital competencies and their potential 
influence on the broadly understood sphere of security. The conference was 
organised as part of the Observatory for the Social Impact of Sport (run by 

Center for Civil Society Development.






